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AGENDA

» Om oppgaven

* Dagens systemer

* Planlegging av prosjektet
* Var lgsning

S [@5essen

* Videre arbeid
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OM OPPGAVEN

» Oppgavestiller
IIE, NTNU

*  Problemstilling
Utfgre en implementasjon som tar | bruk Microsoft System

Center 2016 og Microsoft Intunes lgsninger for
programvaredistribusjon, klientsikkerhet og overvakning, samt
automatiseringsfunksjoner gjort mulig med Microsoft
Powershell.
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DAGENS SYSTEMER
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EIAGENS SY5 T EMIES
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PROBLEMER MED DAGENS SYSTEM

* Fjern-administrasjon

* Programvaredistribusjon
» Sikring av mobile-enheter
* «lanking» av klienter

» Kommunikasjon mellom Oslo og Stavanger
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MAL OG RAMMER

B *  Prosessmal

* Redusere kostnader + Oke erfaring med
og tidsbruk hos [T- implementasjons-
avdelingen Drosessen

» Skape samkjering » (Dke kunnskapen
og sentralisering av om brukt
alle aspekter av programvare
maskinparken
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MAL OG RAMMER

« Resultatmal

» Fullendt implementering av Microsoft SCCM 2016 og
Microsoft Intune

» Overholde tids- og kostnadsrammer
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RISIKOANALYSE

* Sykdom og fravaer

* Systemkras;j

* Leveranseproblemer

* Ny programvare feil/mangler
» Okonomi

* Mangel pa kompetanse
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KOST/NYTTE

Kvantifiserbar-nytte

Bortfall kostnader

kr2 476 250 kr2 476 250 kr2 476 250 kr2 476250  kr9 905 000

kr 3 724 000 kr 3 724 000 kr 3 724 000 kr3 724 000 kr 14 896 000

kr 6200 250  kr 6200250  kr6 200 250 kr 6 200 250| kr 24 801 000

Utviklingskostnader

Drift- og
forvaltnignskostnad

Beregnet nytte
(nytte-kostnader)

kr 2 038 500 kr 2 038 500

kr2 771100 kr2 771100 kr2 771100 kr2 771100 kr 11084 400

er
Sum kostnader kr 2 038 500 kr2 771100 kr2 771100 kr2 771 100 kr2 771100 kr 13 122 900

—kr 2 038 500 kr 3429 150 kr 3429 150 kr 3429 150 kr3429150 kr 11678 100
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KOST/NYTTE

Utviklingskostnader = kr 2 038 500
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KOST/NYTTE

Kvantifiserbar-nytte

Bortfall kostnader

kr2 476 250 kr2 476 250 kr2 476 250 kr2 476250  kr9 905 000
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Drift- og
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Kvantifiserbar-nytte

Bortfall kostnader

Utviklingskostnader

Drift- og
forvaltnignskostnad
er

Beregnet nytte
(nytte-kostnader)

kr2 476 250

kr 3 724 000

kr 2 038 500

kr2 771100

—kr 2 038 500 kr 3429 150
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KOST/NYTTE

Kvantifiserbar-nytte kr2 476 250  kr2 476250  kr 2 476 250 kr2 476 250  kr 9 905 000
Bortfall kostnader kr 3724000  kr3724000  kr3 724 000 kr 3724 000 kr 14 896 000
kr 6200 250  kr 6200250  kr6 200 250 kr 6 200 250| kr 24 801 000
Utviklingskostnader = kr 2 038 500 kr 2 038 500
Drift- og kr2771100  kr2771100  kr2 771 100 kr2 771100 kr 11 084 400
forvaltnignskostnad

=l

Sum kostnader kr2038500| kr2771100| kr2771100|  kr2771 100 kr2 771 100 kr 13 122 900

Beregnet nytte —kr 2 038 500 kr 3429 150 kr 3429 150 kr 3429 150 kr 3429 150 kr 11678 100
(nytte-kostnader)
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KOST/NYTTE

Kvantifiserbar-nytte kr 2 476 250 kr 2 476 250 kr 2 476 250 kr 2 476 250 kr 9 905 000
Ar 4 Sum
Bortfall kostnader Kvantiﬁserbar‘nytte kr 2 476 250 kr 9 905 000 ' 3724 000 kr 14 896 000
Bortf nader 4 kr 14
Utviklingskostnader @ kr 2 ( ortiall kostnade Kr3 724 000 896 000 kr 2 038 500

Drift- og Sum nytte kr 6 200 250| kr 24 801 000 EEEANICEEENIEESEREE

forvaltnignskostnac
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KOST/NYTTE

Kvantifiserbar-nytte kr2 476 250  kr2 476250  kr 2 476 250 kr2 476 250  kr 9 905 000
Bortfall kostnader kr 3724000  kr3724000  kr3 724 000 kr 3724 000 kr 14 896 000
kr 6200 250  kr 6200250  kr6 200 250 kr 6 200 250| kr 24 801 000
Utviklingskostnader = kr 2 038 500 kr 2 038 500
Drift- og kr2771100  kr2771100  kr2 771 100 kr2 771100 kr 11 084 400
forvaltnignskostnad

=l

Sum kostnader kr 2 038 500 kr2 771100 kr2 771100 kr2 771 100 kr2 771100 kr 13 122 900

Beregnet nytte —kr 2 038 500 kr 3429 150 kr 3429 150 kr 3 429 150 kr 3429 150 kr 11678 100
(nytte-kostnader)
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KOST/NYTTE

Beregnet nytte
(nytte-kostnader)

kr11 678 100
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KOST/NYTTE
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Utviklingskostnader = kr 2 038 500 kr 2 038 500
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VAR LASNING

DETALJERTE KRAV

Flernadministrasjon
Sentraldistribusjon
Sentralstyring

Sikring av mobile enheter

Sky-basert tilgang
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VAR LASNING

System Center Deployment
Site (SVGCMO01)
IP:192.168.118.4
SCCM 2016
Window Server 2012 R2
Filserver

Klient (SVGCLT)
Stav

anger

Router
Inside IP OSL: 192.168.18.1

Outside IP: 158.38.56.220
Windows Server 2012 R2

Microsoft Intune

VLAN Trunk hos ISP

SQL-database (OSLSQLO1)
IP: 192.168.18.3
Windows Server 2012 R2

Microsoft SQL 2014 SP2

Klient (OSLCLT)

Domenekontroller (OSLDCO1)

IP:192.168.18.2

Inside IP SVG: 192.168.118.1 Windows Server 2012 R2:

Active Directory
DNS
DHCP
Filserver

L

Nettbrett

¥
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Windows Server 2012 R2
Filserver
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NRGEEEESCERM BT 6

ICROSOMT SCCHM 28

» System Center Configuration
Manager 202 RIS

» Nytt software center

System Center Main Site (OSLCMO1) » Jett integrasjon mot Windows

IP: 192.168.18.4
SCCM 2016 | O
Windows Server 2012 R2
Filserver

» Hybrid-connector

» Preferred-management points
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NRGEEEESCERM BT 6

NY T T SOFTWARE CENTER

i @ Software Center == O

| (

Applications e
G fesgind = 5

> .
l Installation status Filter: |AII - | Sort by: | Application name: AtoZ ~ |

% Installed software

& Device compliance G g

L¥ Options

Google Chrome Skype 7.18
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NRGEEEESCERM BT 6

ICROSOMT SCCHM 28

» System Center Configuration
Manager 202 RIS

» Nytt software center

System Center Main Site (OSLCMO1) » Jett integrasjon mot Windows

IP: 192.168.18.4
SCCM 2016 | O
Windows Server 2012 R2
Filserver

» Hybrid-connector

» Preferred-management points
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VAR LASNING

ICROSOMT SCCHM 28
|

System Center Main Site (OSLCMO01) o S e n-t ra‘ d i S-tri b u Sj O n

IP: 192.168.18.4
SCCM 2016
Windows Server 2012 R2
Filserver

* Flernadministrasjon

* Sentralstyring
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VAR LASNING - SCCM 2016

ERNADMINIS TRAS

- : 2
=T R : IR | = T - &) Clear Required PXE Deployments /X Delete =]
ik ¥ jo e > O @ ® - Q B
5 : — ~—" ¥ Edit Primary Users o SR,
Import User  Import Computer Saved Add Install Reassign  Client Start Approve Block Unblock . Refresh | Properties
Device Affinity  Information Searches ~ | Selected ltems~ Client  Site  Settings~ ~ ¥7 Change Ownership
> < T Ly LSRR o I o et A o e b |
fimis | Sigel SVGCLTO1 - Configuration Manager Remote Control |;|_':'_-
1 (- v ’ &\ » Assetsand Conl File View Action Help ’
- | EY Connected with “PRIVATOILcm™. 2
Assets and Compliance e cont T iy :
1 4 e‘ v eniiew i [P software Center = m} x Add Criteria
1 L Users
& Devices
& User Collections B8 Applications
¥ Device Collections I* installation status :I SVGCLTO1
&, User State Migration

Compliance status: Compliant
EH Installed software p ked: 4725720 '? 4:30 ¢

. Asset Intelligence
= |
{=% Software Metering

To protect data, the device that you are using to access your company's resources must be checked to make su

1 Compliance Settings Lx Options with your company policies set by your IT admin. This is done by evaluating your device settings with a set of s¢
s P 9 Your device must comply with these in order for you to get access. For example, you might be required to have
| Endpoint Protection unlock your device.
4 [ All Corporate-owned Devices Check compliance
v [0S
4 | | Windows

e Enroliment Profile

c’s‘- Assets and Compliance

f@ Software Library

-. Monitoring — r

=Ty

IZK Administration

BNTNU
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VAR LASNING - SCCM 2016

SENTRALDISTRIBUS

Content Status 17 items
Search X : Search Add Criteria ™
lcon Software Type Targeted Size (MB) Compliance % Date Created Package ID  Soul
(w7 Adobe Reader English Application 3 130,00 100,0 24,02.2016 11:40 0OSL00020 1
&7 Adobe Reader Norsk Application 3 130,00 100,0 24,02.2016 11:30 OSLO001F 1
@y Boot image (x64) Boot Image 2 255,87 100,0 25.02.2016 12:09 0OSL00022 5
ﬁ‘ Boot image (x86) Boot Image 2 199,71 100,0 25.02.2016 11:10 QOSL00023 3
ol Configuration Manager Client Package Package 2 214,58 100,0 15.02.2016 12:17 0OSL00003 1
Configuration Manager Client Upgrade Package Package 2 1,71 100,0 15.02.2016 12:17 0OSL00004 1
Endpeint-Klienter Software Update Package 2 251779 1000 25.04.2016 00:17 0OSL00028B 107
Endpoint-Servere Software Update Package 2 249034 1000 25.04.2016 00:11 0OSL0002C 10€
&7 GeoGebra 5 for Privatoil Application 3 63,66 100,0 29.02.2016 18:36 OsLwe02D 3
(W] Google Chrome Application 3 4397 100,0 24.02.201611:07 QSL0001D 1
Microsoft Corporation User State Migration Tool f... Package 0 102,79 15.02.2016 12:14 0OSL00001 1
m LN Fo 8O/ (N4 2 ™ ~ L) L) L ~ L} - b a0 B e L A ta Al MO AN WAL, AN Al Lo lal BaTa Vot N "
« |, 1] ’
Adobe Reader English
General Completion Statistics
Software: Adobe Reader English B Success: 3
Type: Application In Progress: 0
Date Created: 24.02.2016 11:40 B Failed: O '
Package ID: 05100020 B Unknown: 0
3 Targeted (Last Update: 14.04.2016 11:16) View Status

BNTNU

Kunnskap for en bedre verden Mer informasjon tilgjengelig |
Driftsdokument



VAR LASNING - SCCM 2016

SENTRALSTYRING

Client Activity

I 4 active
I 2 inactive
50 0 noclient installed

“ Client activity trend for all clients

Client activity period: | Last 4 Weeks | . I

100 %

80 % —-

40%

20%

0%
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VAR LASNING - SCCM 2016

DEMO - OPERATIVSYSTEM
DISTRUBUS|ON
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151 Clear Required PXE Deploymer

L A— -
N v

) - >

- , ¥ Edit Primary Users
assign  Client Start Approve Block Unblock

Import User  Import Computer Saved Add Install Rea e = .
Device Affinity Information Searches = Selected Items ~ Client Site Settings~ - ¥=7» Change Ownership
Create Search Device
(- b ' i % »  Assets and Compliance »  Owverview »  Devices
Assets and Compliance < Devices 11 items
4 B Overview “ | Search
a_, Users B . . y ’ s
lcon Mame Client Site Code Client Activity
‘& Devices o ,
1 OSLCLTO1 Yes osL Inactive
% User Collections & osLcLToz Yes osL Inactive
i Levies Ballecsions & osLcLTo3 Yes osL Inactive
;; User State Migration e OSLCMO Mo
_ Asset Intelligence 1 OSLDCO1 Yes OSL Active
=l Software Metering = . OSLSQLo1 Yes OsL Active
_| Compliance Settings e SVGCLTO1 Yes 0OsL Active
| Endpoint Protection 1A SVGCLTO02 Yes OsL Active
| = IGC
4 || All Corporate-owned Devices b Skean )
s g 1 x84 Unknown Computer... Mo OsL
|
s 1 x86 Unknown Computer... MNo osL
4 | | Windows
|a°| Enroliment Profile ny SVGCLTOT
# Assets and Compliance lcon Rule Name | Evaluation Time Result Result Code  Detail

LV ] All Evaluat... 25.04.2016 12:32  Evaluat...

f@ Software Library




- Home Folder

-

Saved

Installer Windows 10 for Oslo Task Sequence Editor

Create Task  Create Task  Import Task
Sequence Sequence Media Sequence Searches ~
Create Search
] \ » Softwarelibrary » OCverview

= (- )
Software Library
¥ Windows Sideloading Keys
] Application Management Policies
4 | | Software Updates
tf All Software Updates
& 1| Software Update Groups
[[) Deployment Packages
=] Automatic Deployment Rules
4 | | Operating Systems
i Drivers
B Driver Packages
Bl Operating System Images
B Operating System Upgrade Packages
=¥ Boot Images
Ed Task Sequences

’_"' Assets and Compliance
" Software Library

_.‘ Meonitoring

EL Administration

Add ~  Remove (LS | Properties |Options l
| 2 Capture Files and Settings Type: S roup
¥ Disable BitLocker
2 Install Operating System Name: Capture Files and Settings
o VAL ;
& RBSFM o .NII'IdO'ﬂS EE Description: Actions to capture files and settings in the orginal operating | ~
¥ Partition Disk 0 - BIOS S
¥ Partition Disk 0 - UEFI hd

& Preprovision BitLocker :
ﬁ- Apply Operating System Mo settings are required for this action.
&F Apply Windows Settings
& Apply Networl Settings
6‘ Apply Device Drivers
|2 Setup Operating System
¥ Setup Windows and Configuration
& Enable BitLocker
ﬂ' Install Updates
0' Install Applications

OK

Cancel

-

Summary | References I Deployments

Ready




¥ DHCP
File Action View Help

&9 2F d= BE &

? DHCP Option Name Vendor Value Policy Name

A _51 osldc0l.bruke|| i) 003 Router Standard 192.168.18.1 MNeone
4 G IPvd i=| D6 DS Servers Standard 192,168.18.2 None
_EI Server || :- 015 DNS Domain Name Standard brukere.privatoil.no None
4.9 SFOPE iz| 066 Boot Server Host Name  Standard 192.168.18.4 None
CE i:' iz 067 Bootfile Name Standard SM5Boot\xbd\wdsnbp.com Meone

LT A

I+ 5| Res

3 Scc

= pol

b g Scope

2| Policie

- F Filters

b g IPVE




PhoenixBIOS 4.0 Release 6.0

Copyright 1985-2001 Phoenix Technologies Ltd.

T vmware
Copyright 2000-2013 UMware, Inc.

UMware BIOS build 397b

639K System RAM Passed

7167 Extended RAM Passed

ATAPI CD-ROM: UMware Virtual IDE CDROM Drive
Mouse initialized

Press F2 to enter SETUP, F12 for Network Boot, ESC for Boot Menu 0 06

BNTNU

Kunnskap for en bedre verden




Loading files...

IP: 192.168.118.4, File: \SMSBoot\boot.sdi

BNTNU

Kunnskap for en bedre verden




Loading files...

IP: 192.168.118.4, File: \SMSImages\0SLO0022\winpe.OSLO0022.wim

BNTNU
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+ Task Sequence Wizard

Welcome to the Task Sequence
Wizard

I This media is password protected. Enter a password
2] and dick Next to continue.

Password: [W

Next > | Cancel

Privatoll




- Home Folder

-

Saved

Installer Windows 10 for Oslo Task Sequence Editor

Create Task  Create Task  Import Task
Sequence Sequence Media Sequence Searches ~
Create Search
] \ » Softwarelibrary » OCverview

= (- )
Software Library
¥ Windows Sideloading Keys
] Application Management Policies
4 | | Software Updates
tf All Software Updates
& 1| Software Update Groups
[[) Deployment Packages
=] Automatic Deployment Rules
4 | | Operating Systems
i Drivers
B Driver Packages
Bl Operating System Images
B Operating System Upgrade Packages
=¥ Boot Images
Ed Task Sequences

’_"' Assets and Compliance
" Software Library

_.‘ Meonitoring

EL Administration

Add ~  Remove (LS | Properties |Options l
| 2 Capture Files and Settings Type: S roup
¥ Disable BitLocker
2 Install Operating System Name: Capture Files and Settings
o VAL ;
& RBSFM o .NII'IdO'ﬂS EE Description: Actions to capture files and settings in the orginal operating | ~
¥ Partition Disk 0 - BIOS S
¥ Partition Disk 0 - UEFI hd

& Preprovision BitLocker :
ﬁ- Apply Operating System Mo settings are required for this action.
&F Apply Windows Settings
& Apply Networl Settings
6‘ Apply Device Drivers
|2 Setup Operating System
¥ Setup Windows and Configuration
& Enable BitLocker
ﬂ' Install Updates
0' Install Applications

OK

Cancel

-

Summary | References I Deployments

Ready




Running actior

Installing Configuration Mana




Running action: Install Updates




Installation Progress

Running action: Install Applications

Installing 1 of 1 programs - 'Google Chrome'




LOUT &
GOTOTC

Privatoll
um ‘m r A N nvthi
. O I'm Cortana. Ask me anything. i - Q A Ddg B 4/26/2016

1:12PM




=4 ay'stem

v P » Control Panel

T

Control Panel Home

¥ Device Manager

¥ Remote settings

¥ System protection

P Advanced system settings

See also

Security and Maintenance

» System and Security * System v O Search Control Panel =

View basic information about your computer

am Windows10

Systemn %O
Processor: Intel(R) Xeon(R) CPU E5-2640 v2 @ 2.00GHz 2.00 GHz (2 processors)
Installed memory (RAM): .00 GB

Windows edition

Windows 10 Enterprise

2 2016 Microsoft Corporation. All
rights reserved.

System type: &d-bit Operating System, x64-based processor
Pen and Touch: Mo Pen or Touch Input i1s available for this Display
Computer name, domain, and workgroup settings
Computer name: SVGCLTOM WY Change settings
Full computer name: SVGCLTO1.brukere.privatoil.no

Computer description:

Domain: brukere.privatoil.no

Windows activation

Windows i1s not activated. Eead the Microsoft Software License Terms

Product ID: 00329-00000-00003-AA515 W Activate Windows




VAR LASNING - SCCM 2016

DEMO - POWERSHEL
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Privatoil

Applications

| Installation status

Installed software
& Device compliance

£¥ Options

All Reguired

Filter: | All - Sort by: | Application name: A to Z

-

CE C

GeoGebra Google Chrome Skype 7.18

I




VAR LASNING

ICROSOMT SCCHM 28
|

System Center Main Site (OSLCMO01) o S e n-t ra‘ d i S-tri b u Sj O n

IP: 192.168.18.4
SCCM 2016
Windows Server 2012 R2
Filserver

* Flernadministrasjon

* Sentralstyring
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VAR LASNING

System Center Deployment
Site (SVGCMO01)
IP:192.168.118.4
SCCM 2016
Window Server 2012 R2
Filserver

Klient (SVGCLT)
Stav

anger

Router
Inside IP OSL: 192.168.18.1

Outside IP: 158.38.56.220
Windows Server 2012 R2

Microsoft Intune

VLAN Trunk hos ISP

SQL-database (OSLSQLO1)
IP: 192.168.18.3
Windows Server 2012 R2

Microsoft SQL 2014 SP2

Klient (OSLCLT)

Domenekontroller (OSLDCO1)

IP:192.168.18.2

Inside IP SVG: 192.168.118.1 Windows Server 2012 R2:

Active Directory
DNS
DHCP
Filserver

L

Nettbrett

¥

Mobiltelefon

System Center Main Site (OSLCMO01)
IP: 192.168.18.4
SCCM 2016
Windows Server 2012 R2
Filserver

BNTNU
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MICROSOFRT INTUNE

* Selvstendig Igsning

* Egen VWebportal

« Kostnadseffektivt for sma
bedrifter

* Hybria

Microsoft Intune

« SCCM Internt, Intune
eksternt

* Mobile Device Management
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VAR LASNING

MICROSOFRT INTUNE

* Hybrid-lgsning

* AD-connector - SSO

E » Boundaries og PMP

* Mobile Device Management

Microsoft Intune

- Compliance - og configuration
policy

* Fjernsletting
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VAR LASNING

[CROSOFT INTUNE

Security
Password

M Require a password to unlock mobile devices (i0S 7.1 and later) : (3)

Yes -

P Required password type (i0S 7.1 and later) : (i)
q p typ @

Alphanumeric -

= Number of complex characters required in password (i0S 7.1 and later) : (i)
0%

[

UL FHENINUIN PASSWUOTU IENYLI \1UD 7.1 dild ldLenf @ 1)
4 b

& Allow simple passwords (i0S 7.1 and later) : (i)

™= MNumber of repeEted sign-in failures to allow before the device is wiped (105 7.1 and later) : lli)
=
10\:,!

[

inutes of inactivi efore password is required (i .1 and later) : (i)
P& Minutes of inactivity before p d quired (i05 7.1 and later) : (i)

3 Password expiration (days) (i0S 7.1 and later) : (i)

P& Remember password history (i0S 7.1 and later) : (i)
Yes b

Prevent reuse of previous passwords (i0S 7.1 and later) : (i)

i
L =
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VAR LASNING

MICROSOFRT INTUNE

S Allow control center in lock screen (i0S 7.1 and later) : (G)
Mo b

S Allow notification view in lock screen (i0S 7.1 and later) : (i)

Mo -

ME Allow camera (i0S 7.1 and later) : (i)
Mo -
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STHEN @] E (@Y

eeee0 TeliaN 4G @ 778 % )

1128

tirsdag 26. april

@ oyvin Sufjan Moe

Her star det masse hemmelig informasjon!

MEDIR@ @RS

eeee0 TeliaN = a—— @ 79 74% )

v

onsdag 2. mars

@ Ooyvin Sufjan Moe n:
Tekstmelding
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VAR LASNING

MICROSOFRT INTUNE

* Hybrid-lgsning

* AD-connector - SSO

E » Boundaries og PMP

* Mobile Device Management

Microsoft Intune

- Compliance - og configuration
policy

* Fjernsletting
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VAR LASNING

System Center Deployment
Site (SVGCMO01)
IP:192.168.118.4
SCCM 2016
Window Server 2012 R2
Filserver

Klient (SVGCLT)
Stav

anger

Router
Inside IP OSL: 192.168.18.1

Outside IP: 158.38.56.220
Windows Server 2012 R2

Microsoft Intune

VLAN Trunk hos ISP

SQL-database (OSLSQLO1)
IP: 192.168.18.3
Windows Server 2012 R2

Microsoft SQL 2014 SP2

Klient (OSLCLT)

Domenekontroller (OSLDCO1)

IP:192.168.18.2

Inside IP SVG: 192.168.118.1 Windows Server 2012 R2:

Active Directory
DNS
DHCP
Filserver

L

Nettbrett

¥

Mobiltelefon

System Center Main Site (OSLCMO01)
IP: 192.168.18.4
SCCM 2016
Windows Server 2012 R2
Filserver
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PROSESSEN

- [1dlig start
* Jevn arbeidsprosess

« Godt samarbeid

BNTNU
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VIDERE ARBEID

» Skolens brannmurer
» Oppdateringer - Windows as a service

* Vurdere SCCM 1 sky mot Intune

- Kontinuerlig vedlikehold
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